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Introduction

tion (Third Industrial Revolution) with increasing degrees of integration

amongst cyber, physical and biological systems. The 4IR is predicted to
impact on all sectors, including the nature of conflict (Schwalb, 2016). Key con-
cepts that form part of 4IR include (but are not limited to):

The Fourth Industrial Revolution (4IR) extends the information revolu-

Data science and big data analytics, often driven and/or automated by
artificial intelligence and machine learning;

Cloud computing, providing remotely accessible computing resources;
Internet of Things (loT), where hyper-connected devices can act as sen-
sors and actuators to produce large amounts of information and cy-
ber-physical interconnections;

Augmented reality, overlaying information on glasses, map, or image;
Cyber-security, due to vulnerabilities introduced by connecting insecure
'non-traditional’ devices onto networks.
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Some of the 4IR concepts have been present in the military setting in some
form, such as augmented reality similar to head up displays, and the loT con-
cept evolves network centric warfare (or as Wassel (2018) calls it, data warfare’)
into what has become known as the‘Internet of Battlefield Things' (IoBT) or the
'Internet of Military Things' (loMT) (Castiglione, Choo, Nappi, and Ricciardi, 2017).
loT implementations in the military have the potential to support command
and control (C2) of Multi-Domain Operations (MDO) in a range of areas (Seffers,
2017). As such, MDO in the future can be considered to include a hyper-con-
nected battlefield which results in an increased attack surface for information
warfare (IW) (Cenciotti, 2017; van Niekerk, Pretorius, Ramluckan and Patrick,
2018). This paper will consider IW in the context of both MDO and the [0BT.

Multi-domain Operations and Information Warfare

The traditional ‘physical’ domains of military operations include land, sea, air,
and space; however, there is increasing need to dominate in the electromag-
netic spectrum (EMS), cyber, and the broader information environment (Ween,
Dortmans, Thakur, and Rowe, 2019). The MDO approach has been described
as a "joint warfighting concept that will bring to bear all of the firepower, both
kinetic and non-kinetic”to provide superiority across the battlespace in an un-
precedented way (South, 2019).

Figure 1 illustrates multiple operational domains: the four ‘physical” domains
are illustrated in the centre of the figure; these domains usually are mobile and
communicate through broadcast mediums at various frequencies (the EMS).
Cyberspace becomes an extension of this, providing the data and information
transfer mechanisms, such as networking protocols. Whilst the contemporary
information domain is considered almost identical to cyberspace, the informa-
tion environment is broader and includes printed and cognitive information as
well. These all support the human element, which encompasses strategic and
tactical decision-making processes (for example, command and control) for the
warfighters and commanders but extend more widely to society, the economy,
and politics.
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Figure 1: Domains of Operations

Information warfare, in its earlier form, comprised operations that could affect
and/or protect information across the physical, virtual and cognitive domains
(Brazzoli, 2007; Waltz, 1998). These ‘pillars’of IW included electronic warfare (EW),
cyber-operations, psychological operations (PSYOP), intelligence, network cen-
tric warfare or information infrastructure warfare, and command and control
warfare (C2W) (Brazzoli, 2007).
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Figure 2: ‘Pillars’ of Information Warfare

Modern use of the term ‘information warfare’ tends to refer more to the cogni-
tive aspects, such as disinformation and influence campaigns, often driven by
social media and instant messaging (Stengel, 2019). Emerging discussions focus
on the'‘convergence’of EW and cyber in what is known as cyber electromagnet-
ic activities (CEMA) (UK Ministry of Defence, 2018; US Department of the Army,
2014). However, a greater convergence of IW pillars can be argued particularly
given the apparent success of coordinated information and physical operations
in Ukraine, despite not providing a ‘decisive’ victory (Valeriano, Jensen, and Ma-
ness, 2008; van Niekerk, 2015).

Offensive IW typically has one of the 5 Ds": deny, degrade, disrupt, deceive, or
destroy’ (Sterling, 2019) as a strategic or operational objective; however, others
have also proposed objectives such as:
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Disrupt, deny, destroy, manipulate, and steal (Hutchinson and Warren,
2001);

Degrade, deny, corrupt, and exploit (Borden, 1999; Kopp, 2000);
Interrupt, modify, fabricate, and intercept (Pfleeger and Pfleeger, 2003).

Ultimately human decision making is targeted at tactical, operational and stra-
tegic levels; however, conflict through cyberspace and the information envi-
ronment is increasingly targeting societal, political and economic decision
making as well as military operations or operators. With the growing focus on
disinformation and influence campaigns by state and non-state actors, partic-
ularly through online ‘news’ websites and social media, the more objectives of
IW at the higher strategic level have been rephrased to the 4 Ds: dismiss, distort,
distract, and dismay (White, 2016). Such types of operations target the ‘will’ of
a population or politicians and, combined with the more operationally focused
elements of IW in a given battlespace, aim to reduce or remove popular or po-
litical support towards a conflict or its military objectives.

loBT and Information Warfare

Castiglione, Choo, Nappi, and Ricciardi (2017: 16) indicate that the battlefield
has seen “an increasing number of ubiquitous sensing and computing devices
worn by military personnel and embedded within military equipment”. It was
reported that NATO was investigating the potential benefits of loT to the mili-
tary in areas such as situational awareness, surveillance, logistics, medical appli-
cations, base operations and energy management (Seffers, 2017; Stone, 2018;
Wassel, 2018). [oBT/IoMT also has a vast potential to support C2 in MDO through
‘combined operations logistics support; tactical-level situational awareness; tar-
geting; monitoring of vehicle and soldier status; battlefield medical care and
even environmental monitoring” (Seffers, 2017).

Ren and Hou (2018) propose a“Combat Cloud-Fog”architecture with three tiers.
A'combat resource’tier includes the military equipment such as platforms and
sensors in the traditional four physical domains. Cenciotti (2017) uses the ex-
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ample of an F-35 aircraft that has sensors to collect information about its envi-
ronments and potential threats; it also has internal sensors to monitor its per-
formance and therefore can be seen as both a‘thing' on the Internet, but also
as a group of sensors. Valeriano, Jensen, and Maness (2008) consider the F-35
equivalent to a computer server. This indicates the growing complexity of mod-
ern military systems, the reliance of digital information, and the amount of data
that can be generated (relating to concepts associated with ‘big data’).

The second tier of Ren and Hou's (2018) architecture includes a ‘fog layer, for
localised distributed computing and storage. The third layer then comprises of
cloud computing, with greater storage and comprising of multiple fog network’
links. The fog network can be thought of serving the tactical and operational
levels of C2, whereas the cloud network serves the operational and strategic
levels of C2. Given the scope of MDO, it is wise to extend the sensors of the
"Combat Cloud-Fog"architecture to include sensors in the EM domain as part of
the combat resource set.

The potential for the algorithms to be ‘tricked’ is of particular
concern to those needing to make command decisions based
on analysed data being presented to them: can the information
about the battlespace be trusted? At a far more tactical level, can
a pilot or control station on a warship trust the information be-
ing displayed? Any hesitancy or incorrect decision is ultimately
the objective of information warfare.

Monitoring also needs to be provided in the cyber domain throughout the
Combat Cloud architecture to aid in cyber-security. There have been recorded
incidents of ‘connected’ military units and/or equipment being affected by cy-
ber-incidents: in 2009 was reported that malware had affected warships and a
military airfield (Page, 2009; Willsher, 2009), mobile malware was used to track
artillery units (Volz, 2016) and there are now growing concerns over cyber and
electromagnetic threats to satellites and space-based systems (Garner, 2020; Ra-
jagopalan, 2019). Compromised loT devices have been used to launch distribut-
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ed denial-of-service (DDoS) cyber-attacks were some of the largest recorded at
the time they occurred (Fruhlinger, 2018).

Such incidents and wider concerns related to information systems and security
point to the inherent risk of highly interconnected systems. Van Niekerk, Preto-
rius, Ramluckan, and Patrick (2018) illustrate how information warfare can be
used to target loT and humans through vulnerable loT. Numerous such theoret-
ical attacks can be applied to military scenarios, such as:

-« Wiper malware or ransomware that destroys data and system software
can create catastrophic effects for aircrafts or submerged submarines, for
example;

- Injecting PSYOP messages to heads-up-displays of pilots can distract and
dismay the pilot by suggesting the aircraft systems are compromised and
adversely impact time-critical decision-making;

- Cyber-attacks manipulating sensor arrays (for example, sonar array or air
defence radar) randomly to provide false targets and hide actual targets,
thereby distorting the view of the battlespace;

- Using malware and social media on the phones of military personnel to
determine deployments and thereby generate intelligence relating to
operations.

Table 1 illustrates possible ‘generic’ IW threats relevant to the cloud-fog loBT ar-
chitecture.

Table 1: W threats to the loBT

Cloud-Fog

i Domain IW thr
Architecture omal threats

Physical Destruction of cloud network infrastructure

DDoS to overload the cloud network

Tier 3: cloud Network intrusion to steal information
Cyber

Network intrusion to manipulate information

Network intrusion to destroy information
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Cloud-Fog
Architecture

Domain

Physical

IW threats

Destruction of fog network infrastructure

Electromagnetic

Jamming of wireless receivers to the fog network

Tier 1: combat
resource

Tier 2: fog DDoS to overload the fog network
network Network intrusion to steal information
Cyber Network intrusion to manipulate information
Network intrusion to destroy information
Physical Destruction of sensors / equipment

Electromagnetic

Jamming of wireless links amongst devices

Directed energy to destroy electronic devices

Malware on devices to track units

Cyber Malware to degrade equipment performance
System intrusion to manipulate sensor information
Cognitive PSYOP messages transmitted to devices

In general, the IoBT may result in a congested EM spectrum and network due to
the increasing number of EM signals and the quantity of data being transferred.
This in turn may increase the susceptibility to EW and DDoS attacks as each
signal could present itself as 'noise’to each other, and jamming will increase this
'noise’level to degrade or disrupt the effectiveness of the communication links.
In a similar manner, the closer to the ‘threshold’of a network the data quantity is,
the more susceptible it will be to being flooded and overwhelmed by malicious

traffic.

The fog network can be thought of serving the tactical and op-
erational levels of C2, whereas the cloud network serves the op-
erational and strategic levels of C2. Given the scope of MDO, it is
wise to extend the sensors of the “Combat Cloud-Fog” architec-
ture to include sensors in the EM domain as part of the combat

resource set.

loBT will possibly contribute to the ‘convergence’of cyber, EW, and PSYOP at the
tactical level; van Niekerk, Pretorius, Ramluckan and Patrick (2018) discuss some
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aspects of this convergence in a general context. Above the possibility of cyber
being used to inject a PSYOP message to target pilots is mentioned; similarly EW
could be used to‘overpower'radio communications to transmit PSYOP messag-
es to personnel. This convergence can be thought of as a layered model of IW:
EW targets the physical layer of the network, cyber targets the higher layers and
protocols, and a payload option for the cyber component is the distribution of
PSYOP messages.

Another aspect to consider are the algorithms that are implemented for data
analysis and for the functioning of military equipment. Due to the quantity of
data produced by modern equipment, it is impossible for humans to analyze all
of it and a degree of automation is needed, usually implemented with Artificial
Intelligence (Al). However, there have been instances illustrating that modified
inputs have resulted in Al providing an incorrect classification (Field, 2017; Le-
mos, 2021). Often new technologies are implemented without taking security
into account, and itis no different with Al. In the academic space, there is a sharp
increase in the amount of research investigating attacks on Al systems includ-
ing adversarial attacks to induce incorrect outputs, as well as data poisoning
(also known as model poisoning) which corrupts the training data to produce a
flawed model (Constantin, 2021; Lemos, 2021). The potential for the algorithms
to be ‘tricked’is of particular concern to those needing to make command de-
cisions based on analysed data being presented to them: can the information
about the battlespace be trusted? At a far more tactical level, can a pilot or con-
trol station on a warship trust the information being displayed? Any hesitancy or
incorrect decision is ultimately the objective of information warfare.

Conclusion

Multi-domain operations encompass all physical environments and can extend
into the electromagnetic and cyber domains as well. The Internet of Battlefield
Things provides a mechanism to achieve multi-domain operations through em-
bedded sensors providing a common picture of the operating environment(s).
However, loT in general has been seen to be vulnerable to compromise, and
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a hyper-connected battlespace could increase the attack surface for informa-
tion warfare across the physical, electromagnetic, cyber and cognitive domains.
Attacks could target the physical infrastructure, the signals, network protocols,
algorithms, data, and the human psychology.
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